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IlpaBuna
00padoTKH HePCOHAILHBIX TAHHBIX
B HH()OPMAIMOHHBIX CHCTEMAX MEPCOHATBHBIX TAHHBIX

MAOY «HuxynuHcKHE JeTCKRii camny
1. O6mue noaoxenns

1.1. Hacrosmme IIpasmna pas3paboTaHbl B COOTBETCTBHH C HOJOXeHHsiMu @3
"O nepcoHanbHbIX AaHHBIX", HoctaHoBieHus Ilpasurenscrea P® ot 6 mions 2008 r. N 512
"O6 yrBepxkaeHud TpeGoBaHUH K MATCPHATHHBIM HOCHTEHAM OHOMETPHYCCKUX HEPCOHAIBHBIX
JIAHHBIX ¥ TCXHONOTHSM XPAaHCHWsS TAKMX JIaHHBIX BHE MH(OPMAUMOHHBIX CHCTEM
[epCOHANBHBIX JAaHHBIX", nocraHonenus llpasurenscrea P® ot 15 centsbps 2008 r. N 687
"O6 yrBepxnenuun Ilonoxenus o0 ocoOeHHOCTAX 00pabOTKH NEPCOHAIBHBIX JAHHBIX,
OCYIIECTBISIEMOM 03  HCHONIB30BaHWSI  CPEJICTB  aBTOMAaTH3aiMu”,  [MOCTAHOBJIEHHS
[Tpasurensctea P® ot 1 HosOpa 2012 r. N 1119 "O6 yreepxacHum TpeOOBaHUN K 3amIuTe
IepCOHANbHAIX NAHHBIX OpH HMX 00paboTke B HH(OPMALMOHHBIX CHCTEMax MEPCOHANBHBIX
JTAHHBIX",

1.2. Hactosamue [Tpasuna onpenensior ocobeHnocTr 06paboTKH MepPCOHATBHBIX TaHHBIX
COTPYJHHUKOB B HH(QOPMAIMOHHBIX CHCTEMaX HepcoHaNbHBIX AaHHbX MAOY «Hukymuuckui
AETCKHH camy.

1.3. be3omacHOCTH TMEPCOHANBHBRIX NAHHBIX Hpu uX 06paborTke B WHOOPMANWOHHBIX
CHCTEMAaX NEPCOHANBHBIX J@HHBIX (Jajsee - MHQOPMAIMOHHBIE CHCTEMLI) 00ecneuuBaeTes ¢
NOMOIIBK) CHCTEMBI 3aIMUTHI IEPCOHANBHBIX JTAHHEIX, HEHTPANA3YIOMeH aKTyaIbHbIC YTPO3EL

1.4. ITox axTyanbHBIMH yrpo3aMH OC30MaCHOCTH HNEPCOHAIBHBLIX JAHHBIX [OHHMAeTCs
COBOKYMHOCTb ~ YCHOBMH W ()aKkTopoB,  CO3JAIOMMX  aKTyalbHYIO  ONAaCHOCTE
HECAHKIIHOHUPOBAHHOIO, B TOM YHCJIC CIYYaifHOTO OCTYNA K TICPCOHANBHBIM JAHHBIM [P HX
06paboTke B HHGOPMAMOHHON CHCTEME, PE3yIBTATOM KOTOPOTO0 MOTYT CTaTh YHHUTOXKEHHE,
uaMeHenue, GIOKUpOBaHKWe, KOMPOBAHKE, NMPEJOCTABICHHE, PACTIPOCTPAaHEHNE TTePCOHANBEHEIX
JAHHBIX, 4 TAKXKE HHBIC HEIPABOMEPHBIC ACHCTBHSL.

2. OcobennocTa 06padoTKH MEPCOHATLHBIX IAHABIX B HHPOPMAIMOHHBIX CHCTEMAX

2.1. O6paboTrka nepcoHaIbHBIX JIAHHBIX B HHOOPMATTHOHHBIX CHCTEMAX OCYITIECTRISETCH
Moclie 3aBEpUICHAA padoOT MO CO3TAHHI0 CHCTEMBI 3alWTHI TICPCOHANBHBIX JAHHBIX B
MHGOPMAIHOHHON CHCTEME, €€ MPOBEPKH ¥ ONEHKH COOTBETCTBUS MH(MOPMAMOHHON CHCTEMBI
NEepPCOHANIBHBIX JAAHHLIX TpeboBanuaM Oe3onacHoCTH HHOpMATIHH.

2.2. be3onacHOCTb HEPCOHAIBHBIX JaHHBIX NP WX 00paboTke B WHOOPMAIMOHHOH
cucremMe OOecreynBacT ONEepaTop JTOHW CHCTEMBbI, KOTOpbIH 00padaThiBaeT NEepPCOHATLHEIE
JIaHHbBIe, WIH JIHI0, OCYHMECTBISIOMEEe 00pabOTKY NCPCOHANBHBIX JAHHBIX [0 HOPYHCHHIO
Omeparopa Ha OCHOBAHHH 3aK/TFOYACMOT0 C ITHM JIALIOM J0TOBOpa.

2.3. be3onacHOCTh NEPCOHANBHBIX JAaHHBIX NpH HX 00paborke B HH(POPMaIMOHHBIX
CHCTECMax oOOecHeuMBaeTcss C I[IOMOIIBIO CHCTEMBI 3allUThl [EPCOHANBHBIX JAHHBIX,




BKJIIOYAIONIEH OpraHu3alMOHHBIE MEPHl W CPe/CTBA 3aluTel WH(opMamum (B TOM HHCIE
nH(ppoBaILHBIE (xpunrorpadugaeckue) CpeIcTRa, cpencrsa OPeAOTBPAIICHUS
HECAHKIMOHUPOBAHHOIO JIOCTYNa, YTe4KHW HHPOpMAIMA TIO TEXHHYECKHM  KaHauaMm,
IIPOrPaMMHO-TEXHUHECKUX BO3/ICHCTBHY HA TEXHHYECKHE CPe/CTBA 00pabOTKA TIEPCOHANILHBIX
JAHHBIX), @ TAKKE MCIOIb3yeMble B HH(OPMAIMOHHOMH CHCTeMEe HHDOPMAIHORHbIE TCXHOIOTHH.

2.4. Cocras H CONEpIKaHUE Mep MO 3amuTe HHPOPMAKH B HHPOPMAMOHHBIX CHCTEMAX
3aBHCST OT YCTAHOBIEHHOTO YPOBHS 3aUIHIICHHOCTH HH(POPMAIMOHHON CHCTEMBL.

2.5. YCraHoBiI€HWE YPOBHS 3allMIICHHOCTH (IEPSCMOTP YPOBHSA 3alHIICHHOCTH)
1H(QOPMAITHOHHOMN CHCTEMBI IEPCOHANILHBIX JIGHHBIX MPOBO/IMTCS 3aBE/IYIOTIHM.

2.6. Paspemenuem Ha 06paboTKy IIEPCOHAIBHBIX IaHHBIX Ha 00BeKTe HH(OPMAIIORHOH
CHCTEMBb! SBIIAETCS IPHKA3 PYKOBOJHWTENS O BBOJIE YKA3aHHOIO OOBEKTa B OKCILIYaTaIHIO.

2.7. BelomnacHOCTh NEPCOHATBHBIX MAHHBIX, 00padarThiBacMbIX € HCHOIB30BAHHEM
CPEJICTB ABTOMATH3ALWH, TOCTHIAETCA HMyTeM HCKIFOYCHHS HECAaHKIHOHWPOBAHHOIO, B TOM
gp@cie CAyJaifHoro J0CTyna K HEPCOHATBHBIM JTAHHbIM.

2.8. TlepconaibHBie TaHHBIE MOTYT OBITh IIPEIOCTABICHBI /Ui O3HAKOMIICHHSL

a) COTPY/IHUKAM, JONYIIEHHEIM K 06paboTKe MEPCOHAIBHBIX NAHHBIX ¢ HCIOJIL30BAHHEM
CPE/ICTE aBTOMATH3ANAH, B YaCTH, KACAOIICHCS HX OIKHOCTHBIX 00532aHHOCTEH]!

2.9. VIonHOMOYEHHBIMH COTpPY/AHHKaMH UpH 00paboTKe NepCOHANbHBIX AAHHBIX B
uH(GOPMAIMOHHBIX CHCTEMAX [EPCOHAIBHBIX JIaHHBIX JO/DKHA OBITE obecneucHa uX
0e30IaCHOCTE ¢ TOMONLIO CHCTEMBI 3AIMATHL, BKIIOYAIONIEH OPraHH3aNUOHHBIC MEpHl H
CpejicTBa 3amuThl MEQOPMAIHH, B TOM YHCIIE I POBaIbHBIE (KPHITOrpa(IecKue) CpeiCTBa.

2.10. O6GMeH TepcOHANBHLIME JAHHBIMH NPH HX 00paborke B MHPOPMALMOHHBIX
CHCTEMaX OCYIICCTRISETCS N0 KaHAJIAM CBi3M, 3allTa KOTOPEIX 00ECTIeYMBacICs IyTEM
peanu3alliM OPraHM3aEOHHBIX MEp H NyTeM NPHMCHCHHS NPOTPAMMHBIX W TEXHHYECKUX
CPEZICTB.

2.11. JlocTym monk3oBaTeneil K NepCOHAILHBIM JaHHBIM B WHOOPMAHOHHBIX CHCTEMAX
MePCOHANbHBIX JIAHHBIX paspeliaeTcs Mocie O0fM3aTelbHOIO IPOXOMKACHUA TPOLCAYpPbI
pcHTHGHUKANAN B Ay TEHTU(QUKALHH.

2.12. JInuamu, OTBETCTBEHHBIMHE 3a o0ecnedcHue OE30NaCHOCTH NEPCOHATILHBIX NaHHbIX
npe ux 06paboTke B MHGOPMAIMOHHBIX CHCTEMAX, /I0JDKHO ObITh 0becneueHo:

a) cBoeBpeMeHHOe oOHapyxeHHc (AKTOB HECAHKIHOHMPOBAHHOIO JoCTyma K
ePCOHATLHBIM JIAHHBIM B HEME/ICHEOE IOBENICHHE ITOl HH(OpMALHH IO PYKOBOJICTBA;

0) HENOTyNIEHHE BO3JCHCTBHI HAa TEXHHYCCKHME CpEJACTBA aBTOMATH3HPOBAHHOH
06paboTKH IEPCOHANBHEIX J@HHBIX, B PE3YJLTATE KOTOPOIO MOXET OBITh HApYWIEHO HX
(GYHKIMOHMAPOBaHKE; '

B) BO3MOXHOCTh HE3aME/UIATEILHOTO BOCCTAHOBICHHSA MEPCOHAIBHBIX JAHHBIX,
MOAM(DHIAPOBAHHBIX HIIE YHHUTOXKEHHBIX BCJIE/ICTBHE HECAHKIIMOHUPOBAHHOIO JIOCTYTIA K HAM;

r) TOCTOSHHEIN KOHTPOJb 3a OOecHedeHWeM YPOBHs 3alUINCHHOCTH HEPCOHAIbHBIX
JAaHHBIX]

1) 3HaHHe ¥ cobONCHHWE YCIOBHH HCIONB30BAHHA CPEICTB 3AUMTH HHOpMAIHH,
TIpelyCMOTPEHHBIX 3KCIUTYaTallHOHHON H TCXHAYCCKOM IOKYMEHTAIIHEH;

€) yder OpPHMEHSEMBIX CPENCTB 3amuThl HHOOPMAIWH, SKCITyaTaluoOHHoOn H
TEeXHUYECKOW JOKYMEHTAIMH K HAM, HOCHTENIEH I€PCOHANBHbIX JaHHBIX;

%) IIpH OOHAPYKEHHH HAPYIICHHH IOPsIKa MPENOCTABICHUS IEPCOHANLHBIX NAHHBIX
He3aMe UTHTENILHOE IIPHOCTAHOBIICHAS TIPE/IOCTABICHAA ICPCOHANBHBIX JAHHBIX MONE30BATEISM
MH(OPMAIIHOHHON CHCTEMbI /IO BBIABICHHUS IPHYMH HAPYIISHUH U YCTPAHCHHUS STHX IIPHHIHH;

3) pa3bHPATENBCTBO M COCTABIEHHE 3AKIIOYCHHH TIO (akTaM HECOONIOACHHS YCIOBHH
XpaHEeHHs HOCHTENEH MEPCOHANBHBIX JAHHBIX, HCIOTE30BaHMs CPCACTE 3aIWTE HH(OPMALHHL,
KOTOPBIC MOTYT TIPHBECTH K HAPYLICHUIO KOHQHACHUMAIBHOCTH MEPCOHANBHBIX JIAHHBIX HIIH
JIPYTMM HapylICHHSM, IPHBOMANIAM K CHHKCHHIO YDOBHS 3allAIMEHHOCTH MEPCOHAIBHBIX
JAHHBIX, pa3paboTKa W IPUHSTHE MeP O MPEOTBPAMIEHHIO BO3MOXKHBIX OIACHBIX MOCIIECTRHI
MO I00HBIX HAPYIICHMIA.




2.13. B ciyyae BBISIBJIEHUS HapylleHHHA nopsaka oOpaboTku NepCOHANLHBIX AAHHBIX B
uH(popmainnonssix cucremax MAOY «HuxynHckmii ZeTcKkui cax» IPHHAMAIOTCS MEPHI 110
YCTAHOBACHUIO NPHYUH HAPYIHEHHH H X YCTPAHEHUIO.




